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Welcome to Laboratory Biosecurity 
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Notes: 
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Laboratory Biosecurity Laboratory Biosecurity 

 

What is Laboratory Biosecurity?  

 

 

 

What are some things that come to mind when thinking about 
laboratory biosecurity? 
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Notes: 
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Laboratory Biosecurity Unique Challenges 

 

Biological materials pose some challenges with regard to 
security. How is security for biological materials different than 
securing: 

Money  

Dangerous Chemicals  

Nuclear Material  

Electronic Information 
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What other complications do biological materials present? 

 

 

 

 

 

 

 

 

 

 
  



 

  Page 13  
  

Laboratory Biosecurity Unique Challenges 

 

 

Where can you find biological materials in the laboratory? 

 

What should we protect? 

 

How should we protect? 
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What would be involved in creating a cultural shift toward 
biosecurity in the laboratory? 
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What are some examples when the goals of biosafety and 
biosecurity might be different? 

 

 

What are some examples?  

 

 

How do you choose between Safety and Security? 

 

 

 

 

 

 

 

 

 

 

 
  



 

  Page 16  
  

Laboratory Biosecurity Unique Challenges 

  

 

 

 

 

 

 

 

 

 

 
 



 

  Page 17  
  

Laboratory Biosecurity Unique Challenges 
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What are some examples of graded protection? 
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Why is concentric good? 
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Is there a scenario in which someone would want to allow a 
person to bypass access controls? 
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Plan out your physical security system: 
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Notes: 
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Laboratory Biosecurity Personnel Management 

 

 

What are some factors to consider when assessing the risk of 
insider versus outsider threat? 

 

Insider 

 

Outsider 
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What information should we keep track of? 
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Laboratory Biosecurity Material Control & Accountability 

 

 

What MC&A-related gaps and/or problems can you identify?  

 

How could this have been prevented?  

 

What should the role of leadership and/or management be to 
address these gaps and or problems? 
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Notes: 
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How does internal transport differ from external transport?  
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When using a commercial carrier to ship biological materials, 
at what point should your responsibility for securing the 
material end? 
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How are risk categories defined? 
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Your procedure for transporting the samples: 
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Notes: 
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What are some examples of information security? 
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How is network access assigned?  
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Your Information Security Policy: 

 

 

High risk pathogens: 

 

 

Low risk pathogens: 
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How does security awareness tie in to the other pillars? 

 

 

 

 

 

 

 

 

 

 

 
  



 

  Page 58  
  

Laboratory Biosecurity Security Awareness 

 

 

Notes: 
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