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Laboratory Biosecurity Welcome & Introductions

Welcome to Laboratory Biosecurity

GBAMC GLOBAL BIORISK MANAGEMENT CURRICULUM
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Laboratory Biosecurity Welcome & Introductions

Notes:

Page 4



Action Plan

By the end of this lesson, | would like to:

BE ABLE

KNOW FEEL TO DO
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Laboratory Biosecurity Welcome & Introductions

& Key Messages

+ A proper biosecurity risk assessmentis
necessary before implementing an efficient
and aﬂo{:ﬁve biosecurity program.

. ing pathogens and toxins can be ve
m securing other kinds of Y
materials.

* Physical security is only cne component of a
successful Iah?r};mwﬁumrﬂy Eprugram.-

» Material Control and Accountability, Transport
Security, and Information Security complement
other security components.

» Security awareness is crucial in laboratory
biosecurity.
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Laboratory Biosecurity

-%- Biorisk Management: the AMP

1
GBRMG Model

Biorisk
Management

( Mitigation
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Biorisk Management

-§- Key Components of Biorisk

!

GBAMC Management

» Biorisk Assessment

— Process of identifying the hazards and
evaluating the risks associated with
biological agents and toxins, taking into
account the adequacy of any existing
controls, and deciding whether or not the
risks are acceptable




Laboratory Biosecurity Biorisk Management

I = = I . »
-5- Key Components of Biorisk -&- Key Components of Biorisk
| |
GBAMC Management GBAMC Management
« Biorisk Mitigation » Biorisk Performance
— Actions and control measures that are put — Improving biorisk management by
into place to reduce or eliminate the risks recording, measuring, and evaluating
associated with biological agents and organizational actions and outcomes to
toxins reduce biorisk.
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Laboratory Biosecurity

Laboratory Biosecurity
What is laboratory biosecurity?
Exercise:
M-ﬁr %ﬂw 5 nﬂf?i!m to develop a

To help with this task, list that comes to
mind when Ihmknqahmt

on sticky-notes  and place them on your flip

RusEmctae L
chart, SCUSS
upfﬂndm

a‘g

Laboratory Biosecurity

What is Laboratory Biosecurity?

What are some things that come to mind when thinking about
laboratory biosecurity?
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Laboratory Biosecurity Laboratory Biosecurity

1
-8- : :
Biosecurity Threats Notes:
Examples
- mw colleations, Select agents,
- Ao and caotege

outside bioscence facilities who want 1o
pathagens with the inbert o commil malicious

"= Extremists .  Salmanella
Typhi, Anthra, botulinum, Yarsinia
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Laboratory Biosecurity Unique Challenges

i Biological materials pose some challenges with regard to

-@- . security. How is security for biological materials different than
Ll Unique Challenges securing:
Discussion: Money

What are some unique challenges to

= = . : : Dangerous Chemicals
securing biological materials in a

laboratory, as opposed to securing: Nuclear Material
* Money What Electronic Information
» Dangerous Chemicals makes
s Nircloar Matoral biological
uclear Materia ate i

* Electronic Information? different?
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Laboratory Biosecurity Unique Challenges
&
.Ul"llqll& Challengas What other complications do biological materials present?
i ?1 Ehﬂ It
mﬂa emmk%tﬁ

mﬂz‘.gi Orﬂg‘m a
RS-
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Laboratory Biosecurity

& Unique Challenges

Question:

Where can you find biological materials
in the Iz :

What should we protect?

1) Only vials with well-characterized
ﬂg Closely related strains?

2) Ge?'luaﬁc?nﬂmm? Reagents?
3} ‘Waste? -
mm Results? Sequence

5) Animals?
How u'hnulul we protect?

Unique Challenges

Where can you find biological materials in the laboratory?

What should we protect?

How should we protect?
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Laboratory Biosecurity

B Unique Challenges

Laboratories, unlike banks or r
do not often think of themselves

itories,
énnd 'to be secure - this often requires a
nge toward security.

1> Fnrfg?ﬂ,gp aidralS GO B dbSed To

misuse is mgn
2) In academic sattlngs openness is valued.

3) In a clinical selﬂrg dnesnnt
typically conside nbglnal rials.

Aproper Risk Assessment can help

Unique Challenges

What would be involved in creating a cultural shift toward
biosecurity in the laboratory?
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Laboratory Biosecurity

& Unique Challenges

Group Exercise:

of a laboratory is to operate safely nduu.lrll]r but
at mﬂgemgnalnnuyhantnddamhmnh

What are some examples?
How do you choose between Safety md&m:urly?

In ]rnur group, plaaaa spend 10 minutes to answer the
bove guestions, sticky-notes and
plm them on your mf" bt

Be prepared to report your answers to the class.

Unique Challenges

What are some examples when the goals of biosafety and
biosecurity might be different?

What are some examples?

How do you choose between Safety and Security?
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Laboratory Biosecurity Unique Challenges

] ]
-8- i -&- Key Components of Biorisk

. Unique Challenges Summary ; Meraciment
Securing biological . Biorisk Mitigation
materials in the laborato
can be challenging bEEﬂI::;E -‘: = — Actions and control measures that are put
they can replicate, are hard 3 O into place to reduce or eliminate the risks
to detect, are found ~ ﬁl.' -L-I. ! associated with biological agents and
everywhere and the idea of : 2 “JA f toxins
security in the laboratory =
setting often requires a Bl

cultural change as well as
good communication about
potential risks.
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Laboratory Biosecurity Unique Challenges

Biosecurity Risk Mitigation

Biosecurity Risk Mitigation is the process
whereby risks identified and characterized
during a Risk Assessment are reduced
through active intervention, be it physical

or procedural.

Biosecurity Risk Mitigation should be
based on a Risk Assessment including
analyzing hypothetical scenarios with a
defined agent, adversary, and a particular
mthat adversary will a ert to steal

or misuse the hluluglcal material.

Page 17




Laboratory Biosecurity Physical Security

2" Biosecurity Risk Mitigation b Physical Security

There are five pillars of Biosecurity The first "pikar” |s Physical Security
Risk Mitigation

1. Physical Security

2. Personnel Management

3. Material Control & Accountability

Physical Security is the assurance of safety
from physical intrusion

4. Transport Security What makes

5. Information Security biological
malterials
different?
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Laboratory Biosecurity

& Physical Security

An important concept in
Physical Security is the Higher Security

concept of Graded e
Protection. This is based on o
the idea that different areas

of a facility will have different

levels of security based on

risk.

Graded Protection is
manifested in concentric
rlrm of increasing security
5 nlng from outside to
inside the facility.

pred i

Physical Security

What are some examples of graded protection?
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Laboratory Biosecurity Physical Security

]

-&- Physical Security

Why is concentric good?

Graded Protection |
Property ProtectionArses (Low risk assets) “-""“""""“"“"
+ Grounds =

+ Warehouses

Emll.lun.lu'l-

Unhdhmmmtmﬂ}
 Laboratories
. Mm’mm

. mmmm

Hn:i.-hn.ﬂn- tilltlllu-j :
* Compuer netwr s concentric

gmtﬁ'
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Laboratory Biosecurity

r Physical Security

3 Principles of Physical Security:
1. Detection

2. Delay

3. Response
We will also cover Access Control, which
is another important, overall, aspect of

physical security.

Physical Security

r Physical Security

Principle 1) Detection

Intrusion Detection is the process of
determining whether an unauthorized
action has occurred or is occurring

Detection includes sensing the action,
communicating the alarm, and assessing
the alarm

hm-u-rL'\ L‘\A.llrm]-rﬁhnn

M]Wm]—mwﬂr‘%mml
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Laboratory Biosecurity

r Physical Security

B

Intrusion Detection can be as mmﬂcated
as a closed-circuit television sys
infrared, motion sensors, and guards
patrolling throughout the facility.

Principle 1) Detection
For Example:

Or, it could be as si A:ula as good tl'ﬂll'lll"l?
of laboratory staff and a procedure to cal
someone in case a suspmmus person is
noticed in the laboratory.

Physical Security

Principle 2) Delay

Delay is simply the act of slowing |
down an intruder’s progress in
?ur facility long enough so that
adversary may be detected
assessed and responded to

There are many ways of delaying
an intruder

+ Guards

+ Perimeter Fencing

Solid doors with locks
Bars on windows
Magnetic locks on doors
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Laboratory Biosecurity

Physical Security

Principle 3) Response

Response is the act of alerting, transporting, and
staging a security force to interrupt and neutralize
an adversary,

Response is tied to the overall system
objective
Deny: To prevent an adversary from reaching the
targetfobjective

Contain: To ‘catch’ an adversary before they leave
with the target or before they accomplish the
objective
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Physical Security

Physical Security

Frinciple 3) Response

For Example:

Based on your Risk
Assessment and scenario
analysis, Response can range
from implementing a guard
force in your facility to
establishing a line of
communication with your local
police force.




Laboratory Biosecurity Physical Security

]

-&- hvsical S ’
' P x I ur lty Is there a scenario in which someone would want to allow a
: ?
Access Control . person to bypass access controls®

Access Control is another important K
aspect of biosecurity. It is the
mechanism to determine and control )
authorized entry into secured areas. .
Access Control also capability
to delay or deny unauthorized

personnel.

Question:

Is there a scenario in which someone

would want to allow a person to bypass
access controls?
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Laboratory Biosecurity

]

-&-

« Personal Identification Number (PIN)

Physical Security
Access Control

For Example, access granted based on:
Something you have '
. Card (Credential)
Something you know

+  Password
Something you are
+ Biometric feature (i.e., fingerprints)

Notes

Physical Security
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Laboratory Biosecurity

Physical Security Exercise
Group Exercise:

A facility is worki wiilhrgaa:umﬂmnfculh:ndm
pestis Id)ur:gr} approximately 30
pla.mﬁﬁhr a rlakmmnt, the Igyhm‘;lglir:ugr
'&mmgmupnnmftytuﬁlmm ;

156 minutes to d

w"r mrﬂ]ymmmsmﬁm?t:muy Hﬂas-aug‘aouw
ddlﬂundmlpnnd

rm:&.aﬂhuwmm control access.

Use charts to desi | secu
a;u’tu]?'iu;ﬂ pmmmdbmp&m e

Plan out your physical security system:

Physical Security

Page 26




Laboratory Biosecurity Physical Security

]

& Physical Security

Discussion:

What do you do in your laboratories at
home to prevent people from entering
areas they are not supposed to?
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Laboratory Biosecurity

%

G

.. Biosecurity Risk Mitigation

There are five pillars of Biosecurity

Risk Mitigation
1) Physical Security

2) Personnel Management
3) Material Control & Accountability

4) Transport Security
5) Information Security

What makes
biological
materials
different?
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Personnel Management

P~ Personnel Management

GBRMG

The second “pillar” is Personnel
Management

Personnel Management in the context of
biosecurity, it is the assurance that the
people that are given access to sensitive
biological materials should have that
access.




Laboratory Biosecurity

..a._

!

Personnel Management

The Objectives of a Personnel Management
Program are to:

Understand that human factors can
significantly impact the success of biorisk
management.

* To reduce the risk of theft and fraud

* To reduce the risk of scientific misconduct

« Etc..

To support the procedural and administrative
access control requirements

Page 29

Personnel Management

Personnel Management

For Example:

These are some factors that can
influence Human Performance

= Job
— Setting
- Values

* Individual
— Personalities
- \alues

» Organization
— Expectations
— Assessments




Laboratory Biosecurity

Personnel Management

Pa_m:mna_l Training — Security Awareness

gmm’m hraamellg in Security i

Lab workers should be aware of who should be and

should not be in their work areas.

ForEnnﬂn

A person Wi‘ﬂ'l-'ﬂ'ﬂ uihﬂdna. lmpl!f
s‘aw Inyul.lr L of the

building, should be and, if

necessary, mpuudmuﬂdhgmg?

Notes:

Personnel Management
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Laboratory Biosecurity Personnel Management

-8-
' Personnel Management What are some factors to consider when assessing the risk of

GBRMG . d d h 5
Question: Insider versus outsider threat”

What are some factors to
consider when assessing the risk
of insider versus outsider

threat? Insider
An insider is a person who has

authorized access to a facility, its

units (such as laboratories), and Outsider

its assets.

An outsider is a person who
does not have authorized access.
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Laboratory Biosecurity Personnel Management

Personnel Maﬂagement Notes:

Discussion:

What do you do in your laboratories to
promote a secure work environmentin
terms of human performance and
security awareness?
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Laboratory Biosecurity Material Control & Accountability

]

;i Biosecurity Risk Mitigation GE.I; Material Control & Accountability
There are five pillars of Biosecurity Risk The third “pillar” is Material Control &
Mitigation Accountability
1) Ptyeical Secuily Material Control & Ac tability is th

aterial Contro countability is the

2) Personnel Management . assurance that there is an awareness of
3) Material Control & Accountability what exists in the laboratory, where it is,
4) Transport Security e and who is responsible for it.
5) Information Security makzs

biological
We will also discuss a sixth topic: | materials
6) Security Awareness different?

Page 33



Laboratory Biosecurity

@~ Material Control & Accountability

GBRMC
The Objective of MC&A is to:

+ Ensure the complete and timely
knowledge of:
= What materials exist
- Where the materials are
= Whao is accountable for them

Objective is NOT to detect whether
something is missing. This could be
impossible. The cbjective s to create an
environment that discourages theft and
misuse by astablishing oversight.

Mest laboratories already contrel and track
their samples for scientific reasens. The
emphasis hera is that this is also important
from a security perspective

%
|

GERMG

Material Control & Accountability

Material Control & Accountability

Key Issues in MC&A
* \What materials are subject to MCEA
measures?

* ‘\What operating precedures are
associated with the materials?

— Where can they be stored and
used?

— How are they identified?

= How is inventory maintained?

* Whal records need to be kept for those
materials? What timeliness requirements
are necessary for those records?

* \What does accountability mean?

*  Whalt documentation and reporting
requirements?
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Laboratory Biosecurity Material Control & Accountability

What information should we keep track of?

Material Control & Accountability
Material Control & Accountabilty %
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Laboratory Biosecurity

"3~ Material Control & Accountability

GERMGC

Material Control & Accountability

= Control is either...
Engineered ! Physical
Administrative

« Containment is part of material control
Containment Lab / Freezer [ Ampoule

* Procedures are essential for material contraol
For both normal and abnormal conditions

Page 36

%
|

GERMG

Material Control & Accountability

Material Control & Accountability
Material Control & Accountability

All material should have an associated
“accountable person” who is ultimately
responsible for the material.

* The person best in a position to answer
questions about the associated material

+ Not someone to blame!
* Ensure that no material is "orphaned”




MC&A Scenario

Scenario:

3 vials of Equine Encephalitis Virus are reported missing
from a high security facility. This virus infects horses, but
can be spread to humans through mosquitoes, where it can
be deadly in ~1 out of 100 cases. The vials were under the
control of a senior scientist who had retired a few years ago
and were first identified as missing when a new computer-
based inventory system was implemented at the laboratory.
The senior scientist thinks that there is a “strong possibility”
that the samples were destroyed 8 years ago when one of
the freezers In the facility broke down and everything in the
freezer had to be destroyed. Unfortunately, a complete
inventory of the destroyed samples was never performed.
Investigators have not found any evidence of criminal
activity.
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Laboratory Biosecurity

o MC&A Scenario

GBRMC
Group Exercise:

In your groups, please spend 10 minutes to

answer the following questions about the scenario.

can you identify

2. How could this have been prevented?

3. What should the role of leadership and/or
management be to address these gaps and
or problems?

Be prepared to report to the class.

1. What MC&A-reI?ed gaps and/or problems

Page 38

Material Control & Accountability

What MC&A-related gaps and/or problems can you identify?

How could this have been prevented?

What should the role of leadership and/or management be to
address these gaps and or problems?




Laboratory Biosecurity Material Control & Accountability

]

@ Material Control & Accountability Notes.

Discussion:

How is Material Control & Accountability
implemented in your laboratory?
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Laboratory Biosecurity Transport Security

..&._

... Biosecurity Risk Mitigation i Transport Security

There are five pillars of The fourth “pillar” is Transport Security

Biosecurity Risk Mitigation

1) Physical Security What Transport Security is the assurance that
the same rigorous processes that protect

2) F’ers-:&lnnel Lt it {"3-‘"-?5 biological materials in the laboratory follow

3) Material Control & biological those materials when they are transported

Accountability materials outside laboratory areas.
4) Transport Security different?

5) Information Security
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Laboratory Biosecurity Transport Security

& Transport Security & Transport Security

GEBRMG GEBRMG
Transport Security For example: Transport
— Aims to reduce the risk of illcit acquisition ... Is the movement of biological material
of high-risk biological agents outside of a restricted a?-f,
— Relies on chain of custody principles and — Reszearch labs

end-user agreements + Sample transfers ane necessary for study

and further research

= Public health labs and diagnostic labs
« Sample transfers are nacessary for

High rizk agents are routinely shipped
worldwide for diagnostic and research

activities diagnosis and analysis
— Alocal, national, and international concem
— There is a need to develop a common Transportcan occur...
standard, harmonize regulations for = Across international borders
security ~ Within a country
— Within a facility =
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Laboratory Biosecurity Transport Security

-8- .
o TI'HI"ISPDI'I: SECUﬂty How does internal transport differ from external transport?
Internal Transport

» Movement of materials to and from restricted areas
within a facility

+ May involve Personnel from
- Labs
— Shipping areas
- Receiving areas

- Disposal areas (e.g. autoclave and incinerator
rooms)

= In order to move materials safely and securely. ..
— Pre-approval process
= Chain of custody
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Laboratory Biosecurity

B Transport Security

External Transport

= Movement of materials from one
facility to another

* May involve commercial carriers

* Occurs within a wide array of
international and state regulations
and standards

Question:

When usingxa commercial carrier
(UPS, FedEx) to ship biclogical
materials, at what point should your
responsibility for securing the
material end?

Transport Security

When using a commercial carrier to ship biological materials,
at what point should your responsibility for securing the
material end?
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Laboratory Biosecurity Transport Security

-@- : -@- .
] Transport Security ; Transport Security
GERMG GERMG
Chain of Custady I:C'DC} So, we want to keep our high-risk samples secure during
transport. What should you do?
Aims to protect sample by documenting... . ) )
— Allindividuals who have control of sample = Require a responsible authority to pre-approve all transport
s iah : = Advise eligible receiving party of transport
~ Secure receipt of material at appropriate + Document transport in lab records
location « Ensure only trustwarthy pecple handile the samples
» Physically secure samples in transit with special packaging
Chain of custody documentation includes. .. and/or locks -
— Description of material being moved ﬁﬁ?&“;‘f“?ﬂm ﬁﬁss:;Mt in delivery recards
— Contact information for & responsible «  Maintain :Ch:; n? Custody
elan »  Request nolification of receipt
- Timefdate signatures of every person who
assumes confrol Other ideas?
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Laboratory Biosecurity

]

B Transport Security
For Example: When Transporting..

= Internal transport personnel screened
— Safe receipt notification

How are risk categories defined?

Transport Security
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Laboratory Biosecurity

]

& Transport Security

Gmup Exercise:

&‘&‘-ﬁ% Anether”country
Spend 15 minutes to d‘:}ﬂwc ap 8 e
@.:mm ;z"-ﬁ B aﬁ““ mz.*aﬁ

you'll hammng samples

{Ie. the tabla

Transport Security

Your procedure for transporting the samples:
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Laboratory Biosecurity Transport Security
2
v Transport Security Notes:
Discussion:

+ How are biological materials secured in
your laboratory during transport?
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Laboratory Biosecurity Information Security

[
Biosecurity Risk Mitigation
There are five pillars of Biosecurity
Risk Mitigation
1) Physical Security
2) Personnel iulanagement
3) Material Control & Accountability

4) Transport Security What makes
5) Information Security | biological
materials
~ different?
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Laboratory Biosecurity

Information Security

Information Security

The fifth “pillar” is Information
Security

asirance hal e sqnsitve

and valuable information stored

What are some examples of information security?

in a laboratory is protected from
cih'ersqon.p

theft or
Question:

What kind of information do 0 you
think this might include? Work

for 5 minutes with your grou
s Wi the

and share your
Class




Laboratory Biosecurity

Information Security

Information Security may not the most
obvious area of biosecurity, but a failure
here could have very severe consequences
in terms of securing pathogens and toxins.

Document control and computer security
is necessary to reduce risks in a facility.
However, these can also be intrusive. Any
policies implemented should be based on a
robust risk assessment. ;

Page 50

Information Security

Information Security
The Objective of Information Security is to:

* Protect information that is too sensitive for public
distribution
— Label information as restricted
= Limit distribution
= Restrict methods of communication
— |Implemeant network and desktop secunty 4

« Biosecurity-related sensitive information ’ e
- Secunty of dangercus pathogens and toxing T
= Risk assessmeants -
= Security sysbem design
— Access authorizations




Laboratory Biosecurity Information Security

-5 - . -&- : :
. Information Security . Information Security
GBRMGC GBRMGC
Identification, Control, and Marking Communication and Network Security
= Identification Communication Security
— Designated sensitivity leval = Mail, email, or fax sacurity is required
— Areview and approval progess aids in the identification of = Limited discussions in open areas
sensitivities — Information should only be reproduced when needed and
= Critical priar to publc release of infarmatian each copy must be confrolled as the original
=  Control Metwork Security
- Individual responsible for control of sensifive information — Firewalls TALKING 4RauT
% E“!M secwity - User authentication
. mmunication ety -
— Inthe U5, in order to refuse public access upon request, information = ﬂm;mamm accees
must be exempt from the Freecom of information Act ¥
ki - Desklop security
— Sensitivity level designation - Han;:e and wireless access confrols
+ Teg and boltom of each page / cover sheat ; “ﬂmm
~ Marking and control methods shoud be well understood by thoss Mhentic

working with infermation
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Laboratory Biosecurity

]

-&-

Information Security

Administrators have full control

— The ultimate insider :
il

— Two person control . ol

— Password Huontml ! v

St ptutnE e
Provide physical protection for equipment
Mﬁw"ﬂ procedures must be provided to

How is network access assigned?

Information Security
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Laboratory Biosecurity Information Security
2
: Information secu"l'y Your Information Security Policy:
Gruup Exercise:

pend 15 minutes to draft an Information

m bclw% Polic: fur a Iahnratngrd‘ rato-lqsk

Tu halp with think about what we've
learned about ical security and
graded levels of protection.

Use your flip charts to design your
information secu tyr policy and be
prepared to report to the class. Low risk pathogens:

High risk pathogens:
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Laboratory Biosecurity Information Security

]

B Information Security Notes:

Discussion:

How is information secured in your
laboratory? How can the information
security system be improved?
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Laboratory Biosecurity

%

G

.. Biosecurity Risk Mitigation

We have discussed each of the five
pillars of Biosecurity Risk Mitigation!

1) Physical Security

2) Personnel Management

3) Material Control & Accountability

4) Transport Security
5) Information Security

What makes
biological
materials
different?

Page 55

Security Awareness

Security Awareness

The final topic is Security Awareness

Security Awareness is general
awareness of the proper security posture
in your laboratory, where the risks are,
and what should be done.




Laboratory Biosecurity Security Awareness

== a" ] == a" ]
r Security Awareness r Security Awareness
GBRMG GBRMG
For Example: Security Awareness If the people in your facility are
aware of the true biosecurity
Most bioscience facilities are not ﬁﬁkﬁ ttl{;n&:.r te. ipn . incre
accustomed to worrying too much about
security, so appropriate security awareness 1. Rg:»a if someone strange is
may require a very difficult cultural shift. king around

2. Keep an eye on sample storage
responsibilies 1o each olher
; : responsi
Sar?uritywaasr a':‘:;s- wil bel Ehang't. to trust Keep sensitive information safe
achieve i persor .1 your taboratory wu F'rclwr.;le suggestions for improving
that a biosecurity risk assessment is security
accurate and robust. Take training more seriously
Etc...

S R

Page 56




Laboratory Biosecurity Security Awareness

. SecuntyAwaraness How does security awareness tie in to the other pillars?

Question:

How mﬁhtﬂacurltykmnm tie into the five
pillars of biosecurity we have already discussed?

Wﬂkfm‘ﬁnﬂnuhsﬂhwurgmmdﬂmm
ideas with the class.

1. Physical Security

2. Personnel Management

3 Material Control & Accountability
4. Transport Security

5. Information Security
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Laboratory Biosecurity Security Awareness

=
. Secunty Awareness Notes:

Discussion:
How might you promote a culture of
increased security awareness in your

facility?

Al L1
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Laboratory Biosecurity

r Final Review

For 10 minutes, let’s discuss what we
have learned about Laboratory

Biosecurity.
Whatdid we Whatdoes it Whera do we go
learn? mean? from here?

Review

Key Messages

A proper biosecurity risk assessment is
necessary before implementing an efficient
and effective biosecurity program.

Securing pathogens and toxins can be very
different from securing other kinds of
materials.

Physical security is only one component of a
successful laboratory biosecurity program.
Material Control and Accountability, Transport
Security, and Information Security complement
other security components.

Security awareness is crucial in laboratory
biosecurity.
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Action Plan

Yourlearning doesn't stop with this lesson. Use this spaceto think about what else you need to do or learn
to put the information from this lesson into practice.

What more do | need to How will | acquire the How will | know that I've How will | use this new
know or do? knowledge or skills? succeeded? learning in my job?
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